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DETAILED ACTION 

1 . This is in response to the RCE filed on 28 July 2006. 

2. Claims 25-37 and 39-63 are pending in the application. 

3. Claims 25-37 and 39-63 have been rejected. 

4. Claims 1-24 and 38 have been cancelled. 

Continued Examination Under 37 CFR 1.114 

5. A request for continued examination under 37 CFR 1.114, including the fee set forth in 37 
CFR 1.17(e), was filed in this application after final rejection. Since this application is eligible 
for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) has been 
timely paid, the finality of the previous Office action has been withdrawn pursuant to 37 CFR 
1.114. Applicant's submission filed on 28 July 2006 has been entered. 

Response to Arguments 

6. Applicant's arguments with respect to claims 25-37 and 39-63 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 112 
The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains., or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

7. Claims 25-37 and 39-63 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to reasonably convey to one skilled in the 
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relevant art that the inventor(s), at the time the appHcation was filed, had possession of the 
claimed invention. 

Independent claim 25 has been amended to include the limitation "said encoder and 
decoder timers operating independently of one another and being unsynchronized with one 
another". The claim has been amended to include a feature of "a mathematical difference". 
There is no support in the specification for these newly added limitations. 

Independent claim 52 has been amended to include the limitation "which is independent 
from and unsynchronized with said encoder timer". The claim has been amended to include a 
feature of "a mathematical difference". There is no support in the specification for these newly 
added limitations. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
Stales and was published under Article 2 1(2) of such treaty in the English language. 

8. Claims 25-30, 34-37 and 39-60 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Farris et al U.S. Patent No. 6,154,544. 

As to claim 25, Farris et al discloses a method of securely transferring data from an 
encoder to a decoder, the encoder including an encoder timer and the decoder including a 
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decoder tinier, the encoder and decoder timers operating independently of one another and being 
unsynchronized with one another, the method including the steps of: 

(a) during a learning process receiving a value of the encoder timer at the 
decoder timer and determining a mathematical difference value between the value 
of the encoder timer and a value of the decoder timer [column 3 line 1 to column 
4 line 34]; 

(b) storing the mathematical difference value as a timer relationship value 
in the decoder [column 3 line 1 to column 4 line 34]; 

(c) at the encoder encrypting a data word to form a transmission word, the 
data word including information identifying a present value of the encoder timer 
[column 3 line 1 to column 4 line 34]; 

(d) transmitting the transmission word to the decoder [column 3 line 1 to 
column 4 line 34]; 

(e) at the decoder decrypting the transmission word [column 3 line 1 to 
column 4 line 34]; and 

(f) determining a mathematical difference value between the present 
encoder timer value and a present decoder timer value [column 3 line 1 to column 
4 line 34]; and 

(g) validating the transmission word by comparing the mathematical 
difference value between the present encoder timer and the present decoder timer 
value with the timer relationship value stored in the decoder [column 3 line 1 to 
column 4 line 34]. 
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As to claim 26, Farris et al discloses that the timer relationship value in the decoder is 
updated upon receipt of a valid transmission word to remove any discrepancies in the 
relationship between the encoder timer, decoder timer and the timer relationship value, without 
affecting the decoder timer [column 8 line 57 to column 9 line 26]. 

As to claim 27, Farris et al discloses that the updating of the timer relationship value is 
only done when necessary [column 8 line 57 to column 9 line 26]. 

As to claim 28, Farris et al discloses that the data word additionally includes at least one 
of the following: identity information pertaining to the encoder: command information; utility 
information; cold boot counter information; fixed code information; encoder power supply 
information and user derived information [column 6, lines 18-50]. 

As to claim 29, Farris et al discloses that the user derived information is variable via one 
or more inputs to the encoder and is not known to a manufacturer of the encoder [column 7, lines 
1-26]. 

As to claim 30, Farris et al discloses that the transmission word includes the encrypted 
data word and at least one of the following: a cold boot counter value; command information; 
and identity information pertaining to the encoder [column 6, lines 18-50]. 

As to claim 34, Farris et al discloses the step of forming a plurality of transmission 
words. Farris et al discloses each transmission word being different from the other transmission 
words and being based at least on respective encoder high speed timer information, in response 
to a single activation of the encoder [column 8, lines 28-56]. 
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As to claim 35, Farris et al discloses the step of forming only a single transmission word 
to be transmitted at least once in response to a single activation of the encoder [column 8, lines 
28-56]. 

As to claim 36, Farris et al discloses the steps, during a learn mode, of storing learning 
information at the decoder which is transferred from the encoder, and deriving a key from the 
stored information [column 3 line 1 to column 4 hne 34]. 

As to claim 37, Farris et al discloses that the learning information is stored in a 
first-in-first-out structure [column 3 line 1 to column 4 line 34]. 

As to claim 39, Farris et al discloses that multiple encoders are used with a single decoder 
comprising a single timer and multiple timer relationship values and wherein the various timer 
relationship values are determined, one for each encoder during its respective learning process 
[column 3 line 1 to colimin 4 line 34]. 

As to claim 40, Farris et al discloses the step of ensuring that the encoder timer at its 
slowest variance is faster than the decoder timer at its fastest variance [column 8, lines 48-56]. 

As to claim 41, Farris et al discloses that if the decoder timer lies within a predetermined 
window when a valid transmission word is received, the decoder timer is re-synchronised with 
the encoder timer by automatically adjusting the timer relationship value to remove any 
discrepancies in the relationship between the timers and the timer relationship value [column 8, 
lines 28-56]. 

As to claim 42, Farris et al discloses that the re-synchronization is effected by a 
bi-directional transfer of data between the encoder and decoder [column 3 line 1 to column 4 line 
34]. 
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As to claim 43, Farris et al discloses that the timer relationship value or a window is 
adjusted in size to compensate for drift between the encoder timer and the decoder timer, before 
validation occurs, such adjustment being based at least on the time period elapsed since the last 
adjustment of the timer relationship value [column 8 line 57 to column 9 line 48]. 

As to claim 44, Farris et al discloses that the timer relationship value or a window its 
adjusted in size to compensate for drift between the encoder timer and the decoder timer, such 
adjustment being based at least on information about the drift between the encoder timer and the 
decoder timer determined by analysing at least two successive valid transmissions received with 
a period of time elapsed between them and the adjustment being performed before carrying out 
step (f) on a cun'ently received transmission word [column 8 line 57 to column 9 line 48]. 

As to claim 45, Farris et al discloses that a window size is assigned to the decoder and the 
encoder timer is operated to ensure that the encoder timer information does not fall outside the 
window for a valid transmission of a transmission word in normal operational circumstances 
[column 3 line 1 to column 4 line 34]. 

As to claim 46, Farris et al discloses that the timer relationship value is allowed a window 
when validation of the transmission word occurs and the timer relationship value is adjusted 
based on knowledge of drift between the encoder timer, the decoder timer and the time period 
elapsed since a previous valid transmission of a transmission word [column 3 line 1 to column 4 
line 34]. 

As to claim 47, Farris et al discloses that the window size is dynamically adjusted and 
such adjustment is based on the time period elapsed since the previous adjustment of the timer 
relationship value [column 8, lines 28-56]. 
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As to claim 48, Farris et al discloses that the window size has a minimum value [column 
8. lines 28-56]. 

As to claim 49, Farris et al discloses that the window size has a maximum value [column 

8, lines 28-56]. 

As to claim 50, Farris et al discloses that the transmission data word also includes a timer 
value that changes fast so that each transmission word in a sequence of transmission words 
which are transmitted based on a single continuous activation of the encoder, differs from the 
other transmission words [column 8, lines 28-56]. 

As to claim 51, Farris et al discloses that a higher security re-synchronization of the 
encoder and decoder timers is achieved at least by using the decoder to generate control signals 
that are used to, directly or indirectly, control the activation of the encoder [column 8, lines 28- 
56]. 

As to claim 52, Farris et al discloses an apparatus for transferring data which includes an 
encoder and a decoder and wherein the encoder includes a timer and an encryption unit for 
encrypting data which includes timer information from the encoder timer [column 3 line 1 to 
column 4 line 34], thereby to form a transmission word, and the decoder includes a decoder timer 
which is independent from and unsynchronized with the encoder timer [column 3 line 1 to 
column 4 line 34], a receiver unit for receiving the encrypted transmission word, a decryption 
unit for decrypting the received transmission word to extract, at least, the timer information from 
the encoder, a difference determination unit for determining a mathematical difference value 
between the encoder timer value and the decoder timer value, and a comparator unit for 
comparing the mathematical difference value and a timer relationship value stored in the decoder 
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[column 3 line 1 to column 4 line 34], to determine the validity of the transmission word, the 
timer relationship value being established during a learning process of the encoder and decoder 
and being representative of a mathematical difference between a value of the encoder timer that 
is received by the decoder during the learning process and a value of the decoder timer during 
the learning process [column 3 line 1 to column 4 line 34]. 

As to claim 53, Farris et al discloses that the apparatus includes a unit for adjusting the 
timer relationship value when a valid transmission word is received to remove at least one of: 

(a) any drift that has occurred [column 8, lines 28-56]; and 

(b) any other accumulating discrepancy in the relationship between the 
encoder timer, decoder timer and the timer relationship value [column 8, lines 28- 
56], 

As to claim 54, Farris et al discloses that the timer relationship value is adjusted before 
checking the validity of a received transmission word, such adjustment being based at least on a 
known drift between the encoder timer and the decoder timer as well as the time elapsed since a 
previous adjustment of the timer relationship value [column 8, lines 28-56], 

As to claim 55, Farris et al discloses that the decoder is assigned a window size which 
determines acceptable drift between the encoder timer and decoder timer for a valid transmission 
[column 8, lines 28-56], 

As to claim 56, Farris et al discloses that the window size is adjusted before checking the 
validity of a received transmission word, the adjustment being based at least on the time period 
elapsed since the reception of a previously received valid transmission word [column 3 line 1 to 
column 4 line 34], 
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As to claim 57, Farris et al discloses that a re-synchronisation of the encoder and decoder 
can be achieved by the decoder providing control signals for the encoder inputs [column 3 line 1 
to column 4 line 34]. 

As to claim 58, Farris et al discloses a transmitter which includes an encoder timer and an 
encryption unit for encrypting data which at least in part is based on timer information from the 
encoder timer thereby to form the transmission word, and wherein the encoder timer is permitted 
to run only for a limited period after each activation of the transmitter [column 3 line 1 to column 
4 line 34], 

As to claim 59, Farris et al discloses a transmitter which includes an encoder timer and an 
encryption unit for encrypting data which at least in part is based on timer information from the 
encoder timer thereby to form the transmission word and wherein, when the encoder timer runs 
beyond a predetermined limit, the transmitter will upon a single activation transmit more than 
one transmission value equivalent to the transmitter being activated twice [column 3 line 1 to 
column 4 line 34]. 

As to claim 60, Farris et al discloses a decoder which includes a timer, an input to receive 
the transmission word, a decryption unit to decrypt the transmission word and obtain the 
transmitted timer information, memory to store the timer relationship value and a comparison 
unit to compare the transmitted timer information to time information generated by the decoder 
timer and to the stored timer relationship value, and means, responsive to the comparison unit, to 
activate an output if certain criteria are met in the comparison [column 3 line 1 to column 4 line 
34]. 
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Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

9. Claim 31 is rejected under 35 U,S,C 103(a) as being unpatentable over Farris et al, Jr. 

U.S. Patent No. 5,500,897 as applied to claim 25 above, and further in view of Belt et al U.S. 

Patent No. 5,446,904. 

As to claim 3 1 , Farris et al does not teach that the cold boot counter value, when included 
in the transmission word, is transmitted in the clear. 

Belt et al teaches a cold boot counter value that is transmitted in the clear [column 38, 
lines 52-64]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Farris et al so that when a cold boot counter value 
is included in the transmission word that it would have been transmitted in the clear. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Farris et al by the teaching of Asprey because it insures 
that the lime information on the system remains accurate [column 3 line 66 to column 4 line 4]. 
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10. Claims 32, 33 and 61-63 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Farris et al, Jr. U.S. Patent No. 5,500,897 as applied to claim 25 above, and further in view 
of Rysko et al U.S. Patent No. 5,155,729. 

As to claims 32, 33 and 61-63, Farris et al does not teach the step of keeping the encoder 
and decoder in synchronism using a cold boot counter which is changed each time the encoder is 
powered up or comes out of reset. Farris et al does not teach including a count value of the cold 
boot counter in the transmission word. Farris et al does not teach that the cold boot counter 
value, or part thereof, when included in the transmission word, is transmitted in the clear. 

Rysko et al teaches a cold boot counter that is changed each time a system is powered up 
or comes out of reset. Rysko et al teaches including a count value of the cold boot counter in the 
transmission word. Rysko et al teaches that the cold boot counter value would have been 
transmitted with the transmission word in the clear [column 6, lines 29-64], 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Farris et al so that the encoder and decoder would 
have been in synchronism using a cold boot counter which would have changed each the time the 
encoder was powered up or came out of reset. The cold boot counter value would have been 
included in the transmission word and transmitted in the clear. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Farris et al by the teaching of Rysko et al because it 
prevents for endless switchover attempts, i.e. "ping-pong" between redundant processors 
[column 2, lines 28-41]. 
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Conclusion 



11. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aravind K. Moorthy whose telephone number is 571-272-3793. 
The examiner can normally be reached on Monday-Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795, The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Aravind K Moorthy^ 
October 12, 2006 





